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ABSTRACT: In the previous couple of years,
various types of researchers concentrate on
Vehicular Ad-hoc networks (VANET) field due to
various facilities it provides. VANET a subgroup
of mobile ad-hoc network (MANET), refers to a
group of intelligent nodes i.e. (vehicles) on the
road. These intelligent vehicles interact with one
other or with the road side unit (RSU) for providing
safer roads and a more efficient driving experience
and providing security against attackers. In
VANET messages are conveyed in an open
wireless channels Security is therefore the most
concerning issue in VANET. In this paper several
types of the security issues, requirements, attacks,
attackers in VANET have been described and some
recent solutions to solve the security problems with
their advantages and disadvantages have been
discussed.

l. INTRODUCTION:

In today's digital environment, intelligent
transportation systems (ITS) play a critical role in
making residents' lives easier in every way
possible. By reducing traffic congestion and
mitigating unpleasant incidents, ITS attempts to
improve traffic efficiency. In terms of providing
road and traffic safety, reducing traffic congestion
and enhancing traffic flow, and delivering
entertainment services on vehicles, ITS provides
ubiquitous and robust services. [1]. The automotive
sector recognizes the importance of connecting
vehicles to IT systems; for example, vehicle
communication improves traffic safety and
streamlines traffic flow [2]. It is carried out to
satisfy the demands and to broaden the recognition
event of cars, which sensors cannot do [2]. The
elements of traffic flow, driver behavior, and
driving conditions can all be recognized and
communicated with nearby vehicles. Vehicular ad
hoc networks (VANETS) have been established to
share this information and improve the efficiency
of vehicle communication [3].(vanet) have been
introduced [3].

The goal of the ITS is to improve traffic
flow and provide traffic safety. The registration
method, roadside units (RSUs), and onboard units
(OBUs) are all used in VANET, which is a kind of
MANET with road routes [4]. The OBUs are the
radios that are installed in every car as a transmitter
to communicate with other vehicles, and the RSUs
are the network devices that are installed along the
street. RSUs are used to communicate with
infrastructure and to house dedicated short-range
communication (DSRC) network devices [5].
Vehicle-to-vehicle  (V2V) and  vehicle-to-
infrastructure (V2I) communications are the two
types of VANETS [6].

. BASIC OVERVIEW OF VANETS

VANETs, which are ad hoc network
infrastructures in which vehicles are connected by
wireless communication, have been rapidly
growing since 1980 [7]. VANETs have recently
been employed to improve traffic safety, improve
traffic flow, reduce traffic congestion, and provide
driver guidance [8].

the VANETs basic model diagram,
illustrating how vehicle communication can be
divided into V2V and V2l communication, road
side units (RSUs), and onboard units (OBUs). We'll
go through these factors first, then describe the
unique qualities and benefits of VANETs over
MANETs in terms of network structure,
bandwidth, and dependability, among other things.
As previously stated, VANETs are made up of
three components: OBUs, RSUs, and trusted
authority (TA); these factors are addressed more
below.

2.1. Architecture of a VANET. In most cases,
automobiles and RSUs communicate via wireless
technology, which is referred to as wireless access
in the vehicular context (WAVE).

The WAVE architecture specifies how security
messages are sent [1], and WAVE communication
assures passenger safety by updating vehicle
information and traffic flow. This application
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increases the traffic flow and efficiency of the
traffic management system while also ensuring
pedestrian and driver safety. the VANETS are made
up of several components such as OBUs, RSUs,
and TAs. The RSU often houses an application that
allows it to interface with other network devices,
whereas the OBU is put on each vehicle and
collects data such as speed, acceleration, and fuel
consumption. These data are relayed to neighboring
vehicles in then. These data are forwarded to the
nearby vehicles through wireless

2.2. Interaction In VANETS: there are a variety
of methods. ITS is dedicated to providing secure
communication in order to improve traffic flow and
road safety while also overcoming obstacles.

Long-term
evolution
(LIRS

v

Different networking solutions, such as MANETS
and VANETSs, can be used to alleviate traffic
congestion. In the ITS, V2X communications play
a critical role. help make traffic more efficient,
safer, and easier to drive by providing real-time and
highly trustworthy information such as collision
warnings, road bottlenecks, traffic congestion
warnings, and emergency circumstances, users can
have better experiences.

with  other modes of conveyance [9].
Communication between two devices (V2X) as
indicated in Figure 1, information can be
exchanged between V2V, V2I, and vehicle to
pedestrians (V2P). The transmission medium in
V2V communication is the transmission rate is
high, and the latency is short.

whdde iy
(RsU)

Vehicle o
pedest rian
(v

Figure 1: VANET model diagram

2.3. Standards for the VANET: The VANET
communication protocol specifies the complete set
of requirements for implementing this policy. The
VANET standardization has an impact on all layers
of the open system interconnection (OSI) model,
which is utilized as a communication tool and
comprises all of the layers' necessary capabilities.
[10]. dedicated short-range  communication
(DSRC) ,WAVE stands for wireless access in a
vehicle environment, and IEEE stands for The
comprehensive  standard of = communication
protocol for dealing with VANETS is designated as
802.11p.

Il.  VANET SECURITY AND
CHALLENGES

MANETSs have recently introduced a new
security threat that is viewed as a critical issue for
researchers to address, such as a lack of central
points, mobility, poor wireless connectivity, and
driver issues [45]. VANET security ensures that
intruders do not inject or change the sent messages.
In addition, the driver is accountable for accurately
conveying the traffic conditions within the time
constraints. Because of their unique qualities,
VANETSs are more vulnerable to attacks. Security
concerns, in particular, must be adequately
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handled; otherwise, secure communication in
VANETSs will be severely limited [4].

In terms of VANET security, it is vital to
state that the system must be in compliance with
the acceptable network operation. Failure to meet
these conditions could result in a potential threat or
attack in VANETs. The five major security
domains are availability, secrecy, authenticity, data
integrity, and nonrepudiation [2, 26]. depicts the
security services, as well as the dangers and attacks
that they face, which will be described in more
detail in the coming sections.

3.1. Availability:  Availability is the most
important aspect of security services that needs to
be addressed because it is linked to all safety
applications. The main responsibility of availability
is to manage functionality, and its security must
ensure that the network and other applications
continue to function in the event of a failure or
malicious attack [12]. If VANETs are more
vulnerable to attacks, then availability is more
important than any other security factor [13].

3.2. Confidentiality. Confidentiality ensures that
only the designated receiver has access to the data,
while outside nodes may not be able to access the
data until the secret data has been received by the
designated user.

3.3. Authentication. In VANETS, authentication is
critical. It protects VANETSs from potential threats
in the network. It is critical to contain the necessary
transmission mode information, such as user
identification and sender address. Authentication
provides the authority to govern vehicle permission
levels and can also protect against Sybil attacks by
assigning a unique identity to each vehicle [11].

3.4. Integrity of data. It ensures that the message's
content isn't tampered with during transmission. It
can be ensured in VANETSs by leveraging public
key infrastructure and the cryptography revocation
process [14].

3.5 Nonrepudiation. It assures that the sender and
receiver of the message do not refuse to engage in
transmission and reception in the event of a
disagreement [29, 15].

V. SECURITY ATTACKS AND
THREATS IN VANETS
We'll talk about the attacks and threats in this part
.service of security .
4.1. Availability on Availability. The availability
of information is a critical component of the
VANET system, and its absence may result in a

decline in the efficiency of VANETSs [15]. We'll go

over the dangers and assaults in VANETS in this

part.

(i) DOS (Distributed Denial-of-Service) Attacks
DOS is one of the most common  attacks in
VANETSs, and it's produced by internal or
external vehicles attacking the network [13].
The +e  attacker  disrupts  vehicle
communication, effectively blocking all
options for action. +A distributed denial of
service (DDoS) assault can be carried out by a
large number of attackers at the same time
[26].

(ii) Attack of the Jamming. In this assault, the
attacker uses a high-powered signal with an
equivalent  frequency to  disrupt the
communication channel in VANETs [27].
Because it did not follow the proper safety
notice, this is the most serious attack for safety
applications. In any effective jamming attempt,
the jammer can jam the valuable signal by
taking an action at the same time as the
occurrence of an event.

(iii) Malware  Attack. Through the software
components that operate the OBUs and RSUs,
the attack can be penetrated into the VANET
system [16, 17]. If a malware assault occurs in
VANETSs, the other components of the
VANET system will malfunction.

(iv) Broadcast tampering is a type of cyber-attack.
Untrustworthy vehicles can reproduce the
same messages in the VANETs by changing
the message or by generating and inserting a
new message while acting as a transmit node
for inter vehicle communication in this assault
[18]. As a result, the correct safety signals may
be hidden from dedicated users, potentially
resulting in dangerous mishaps.

(v) Blackhole Attack This is the principal threat
that attacks ad hoc network availability and
also exists in VANETSs. A registered VANET
user is usually the source of this assault.
Although the suspected node gets packets from
the network, it refuses to participate in the
networking process. Due to the malicious
node, which claims to contribute to the
nonpractical event, this may disturb the routing
table and prevent the crucial message from
reaching its intended recipients [1, 13,29].

(vi) Grayhole Attack It's a type of blackhole attack
in which untrustworthy vehicles pick and
choose which data packets to forward while
dropping the others without being traced. [19].

(vii)Greedy Behavior Attack. This attack usually
targets the message authentication code
(MAC) capability, in which the malicious
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vehicle abuses the MAC protocol to consume a
huge amount of bandwidth at the expense of
other users. This resulted in an overflow of
traffic and a collision on the transmission
channel, causing delays in the registered user's
legitimate services [20].

(viii)  Spamming  Attack. The  attacker
introduced a large number of spam messages,
such as advertisements, into the VANET
system, causing a collision by consuming
additional bandwidth [13, 21].

4.2. Attack on Confidentiality in VANETSs
.Invasion of VANET Confidentiality
Confidentiality assurances can be encrypted using
certificates and sharing public keys for all
exchange messages, with only designated vehicles
having access. As a result, vehicles outside of the
nodes are unable to grasp private and secret
information shared among the vehicles. The
cryptographic solutions ensure that information is
kept private. The following are some of the most
typical challenges to secrecy that will be explored
in this section:

(i) Eavesdropping Attack. Attack on
Eavesdropping In wireless communication
technology, such as MANETs and VANETS,
eavesdropping is fairly frequent. the The goal
of this attack is to extract confidential data
from protected data. As a result of this attack,
nonregistered users may be exposed to
sensitive  information  such as  user
identification and data location that might be
used to track vehicles.

(if)y Traffic Analysis Attack. One of the most
hazardous assaults that threatens secrecy is the
Traffic Analysis Attack. After listening to the
message transmission, the attacker examines
its frequency and attempts to extract and
acquire as much relevant information as
possible.

(iii) Attack on the Man-in-the-Middle. This attack
occurs in the middle of a V2V transmission to
inspect and change the messages. The attacker
has access to and control over the full V2V
communication, yet the communication
entities believe they can interact privately with
each other [22].

(iv) Social Attack: This tactic is meant to divert the
driver's focus away from the road. The attacker
sends the drivers messages that are immoral
and unethical. the attackers' goal is to see how
drivers respond after receiving such immoral
messages, so impacting the driving experience
and vehicle performance in the VANET
system [30]. Social Attack: This tactic is meant

to divert the driver's focus away from the road.
The attacker gives the drivers messages that
are immoral and unethical. The attackers' goal
is to see how drivers respond after receiving
such immoral messages, so impacting the
driving experience and vehicle performance in
the VANET system [30].

4.3. Attack on Authentication in VANETS Attack

on Authentication in VANETS. Authentication is a

term used to describe the process of verifying a

crucial component of the VANET system that

protects against assaults caused by rogue nodes
accessing the network. VANETS are protected from
both internal and external assaults through

authentication [31].

(i) Attack of Sybil [32] was the first to mention
the Sybil attack. This is the most deadly attack,
in which the 'node' contains numerous phony
identities and broadcasts various messages to
disrupt the VANETS' normal functioning.
Other vehicle behaviors can be manipulated by
the attacker, and the recipient vehicle believes
the signals are coming from multiple vehicles.
As a result, they may believe there is traffic on
the road, so they were forced to change their
routes and leave the road clean.

(i) An attack on the tunnels. The wormhole
assault [13] is comparable to this technique.
The attacker utilizes the same network to start
the secret chat, and he used an extra
communication channel called tunnel to
connect two VANETS that were far apart. As a
result, even the farthest nodes can
communicate as neighbors .There is no traffic
on the road.

(iii) GPS spoofing is a method of deceiving GPS
receivers The position and location of the node
are critical in the VANET, and they must be
precise and legitimate. The log file, which
contains the GPS satellite's location table, is
kept. In this attack, the attacker used a method
to fabricate bogus GPS location information
and did not reveal the true location in order to
avoid vehicles thinking it was available
somewhere else [33].

(iv) Node Impersonation Attack: This attack is
carried out by obtaining the user's legitimate
ID and transferring it to another authorized
user on the VANETS [28].

(v) Free-Riding Attack. This attack is fairly
prevalent, and it's started by a rogue user who
makes fraudulent authentication attempts while
using cooperative messaging authentication. In
this type of attack, the malicious user takes
advantage of other wusers' authentication
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contributions without providing its own, which
is referred to as a freeriding attack. This
exploit could put cooperative message
authentication in jeopardy [35].

(vi) Replay Attack. Replay Attack. This attack,
also known as a playback attack, happens
when genuine data is fraudulently transferred
or causes a delay in order to produce an
unauthorized and malevolent impact. To
counter this attack, the VANET will need
enough time sources with higher cache
memory, which will be used to compare
received messages.

4.4. Attack on Data Integrity in VANETS .Data
Integrity Attack in VANETS. In this section, we'll
go through some of the most common risks to
integrity, which are listed below:

() Masquerading is a type of attack that disguises
itself as something else. By using registered
user IDs and passwords, the attacker gains
access to the VANET system and attempts to
broadcast fraudulent messages that appear to
emanate from the registered node [36].

(if) Replay Attack. The attacker's goal is to falsely
repeat or delay transmissions by using genuine
data and continuously inject beacon messages
that were previously received on VANETS,
making it impossible for traffic authorities to
identify vehicles in the event of an emergency
[36, 37].

(iii) Message Tampering Attack . As the name
implies, this attack happens when an attacker
updates or alters recent message data that is
about to be broadcast [38]. For example, if the
route is congested, the attacker modifies the
data to clear the road, causing users to change
their driving plans.

(iv) Hlusion  Attack. This exploit collected
malicious data from sensors and received data
from antennas to construct traffic warning
signals based on the current road state, which
may deceive surrounding motorists [39].
Vehicle accidents and traffic congestion can
trigger illusion attacks, which reduce the
performance of the VANET system by
consuming unwanted bandwidth.

4.5. Attack on Nonrepudiation: It assures that in

the event of a disagreement, the sender and

recipient of communications cannot deny the
transmitted and received messages.

() Repudiation Attack. In the event of a dispute,
this assault happens when an attacker denies
partaking in the action of sending and
receiving communications [22].

All security attacks in VANETS are summarized in
Table 1. It pinpointed each attack, as well as any
compromised security services and potential
responses.
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review of VANET security,

V.  CONCLUSION:
This paper constitutes a comprehensive
after discussing

characteristics, applications. Then threats or attacks
to VANET and solutions to these security problems
were introduced. In addition to this some issues in
security such as requirements of security, attacker
profiles and attacks has been pointed out and
certain solution with advantages and disadvantages
are highlighted.
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